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1 Assessment Results

11 Key Findings and Recommendations

Email Vendor/System Results
Combinations

Removed until 10/28/09 SUCCESS
Removed until 10/28/09 SUCCESS
Removed until 10/28/09 SUCCESS
Removed until 10/28/09 SUCCESS
Removed until 10/28/09 SUCCESS
Removed until 10/28/09 SUCCESS
Removed until 10/28/09 SUCCESS
Removed until 11/4/09 SUCCESS
Removed until 11/4/09 SUCCESS
Removed until 11/4/09 SUCCESS
Removed until 11/4/09 SUCCESS
Removed until 11/4/09 SUCCESS
Removed until 11/4/09 SUCCESS
Removed until 11/11/09 SUCCESS
Removed until 11/11/09 SUCCESS
Removed until 11/11/09 SUCCESS

SUCCESS = Phishing Email delivered to inbox without triggering any alerts or alarms.
FAIL = Emall is Identified as Phishing/SPAM and alarms or alerts are triggered.

Success Rate
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This assessment was designed to measure the effectiveness of available
email security controls to protect against directed/Small-scale email attacks,
as implemented in large enterprise environments. The results of this
research prove that even the most current email security appliances/
services / clients cannot correctly identify directed Phishing emails, even
when the senders email(From:) does not match up with the sending
email server (Spoofed). For now, the user must make the decision to identify
and properly respond to directed email attacks.

ﬁ
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EndUser Securi a-gamSt \ Email Incident
el directed Response / Policies

Awareness | | rocedures
" phishing : e
attacks \
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This research was not performed to identify weakness in specific vendors, it
was to show that directed email attacks bypass the latest and most advanced
email systems when configured properly. Before releasing this document, we
have contacted all vendors in scope and provided open and fair opportunity to
address this issue. Vendor responses will be included in Appendix A.
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2 Executve Summary

2.1  Understanding of Phishing

Phishing is often misunderstood. At a high level, it can be described as
using email to attack users directly. Unlike the telephone or in person, email
attacks dondét require voice or physical
natural user defences. Email based attacks rely on trust associations, and
using familiar associations such as logos, verbiage, or existing applications
they have interacted with in the past to be successful. Samples phishing
scenarios used in modern attacks include webmail, VPN, social networks, and
other easily identified web applications that require authentication. The goal of
a successful phishing scenario sent by email is to have the user instantly trust
the look and feel of the request. They process the attackers command like
clicking a link or opening an attachment without triggering any alarms in their
mind or thought process. The email is from what they think to be a trusted
source, so they click on it.

Email Based Attacks Voice Based Attacks Physical Attacks

«No human interaction uRequires reatime uRequires being onsite
with the user interaction with a human wincreases risk of being
Y argets trust wAttacker must exploit caught on camera or by

relationships trust through authorities
wIechnology security speech/tempo/tone wAttacker must control
control weakness uEasily Recorded voice and physical
ublegal issues with apperance
recording conversations wimpersonation/Authority

attacks common
wIresspassing/Etc

Attack payloads vary from credential harvesting, browser exploitation, or
malware infestation but can include all of the above in a multi-layered attack.
Traditionally, phishing attacks have been sent to millions of users. This could
be thought of as SPAM as it leaves a large footprint around the Internet.

Modern phishing attacks are directed towards a single organization to become
much more effective as they leave a very small footprint. Most times, the email
server, and the phishing web server have never been recognized in the past
so there are no records of them being malicious. An enterprise may have
10,000 employees with email access, and the attacker may only target 5-10 in
a single attack. All he needs is one (1) user responding to the phishing email to
gain access if that is the motivation and design of the attack.
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The skill level used in this assessment the reflected effort that a skilled
attacker would undertake to perform a targeted attack against an organization.
The only difference is that this assessment was performed in a controlled
environment with all target email users contacted before sending the email, so
we were testing the technology and not the u s e regpanse.

Common Payload

Credential

Client Exploits Harvesting

Reaitime MITM of

Browser/OS Malware/Spyware tokens

No credentials were stored or processed during this assessment. And no
personnel or related company participant information will be revealed
publically.
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22 Test Objectives

The objective of this assessment was to measure the effectiveness of current
email security controls in Enterprise networks, not the user response. The
assessment was performed using the UAF (User Attack Framework) designed
by PacketFocus (www.phishcamp.com). This framework was based on the
manual process we have used for over 10 years, and is the most advanced
test framework of its kind available com

The problem with manual phishing assessments is not sending the emails; it is
measure and monitoring the results. The framework solves this key issue by
closely tracking each email from creation, to capture and analysis of user
generated traffic back to the hosted phishing site. If included in the scope of
work, the framework can be used to perform active exploitation on Client
devices such asSm& Qopsh, pbtEeedsskt op s,

23 Scope ofwork

PacketFocus contacted each individual within targeted companies to ask
permission before sending any phishing emails. The UAF was configured to
send the same email to all participants. No changes were made to the phishing
email or phishing site other than changing the TO: address for each target.

For this assessment, no active exploitation was performed nor attempted.
Tracking cookies were used if a user access the phishing site provide in the
email body, and server side scripts were used to direct users to different sites
based on User Agent Data (OS, Browser, Etc).
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24  Scenario Details

PacketFocus designed a realistic attack scenario based on a well known

Social Site. The tecfsiogd®rwaemalawihii mpli & g
only minor modifications to the HTML code. This is common with what real

world attacker would do, so for added realism we performed the same action.

Social Sites WebMall

VPN/SSL VPN | Patch Update
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2.4.1 Scenario#1

This scenario was an invitation from Linkedin, posing as an invitation from Bill
Gates to join his network. Linkedin was selected due to availability, and the
fact that it is a social network recognized by most executives. This selection of
Linkedin was also based on the fact that linked-in email should be already
identified by most existing email system(s), and this may have helped delivery
through into the mailbox. The phishing link can be identified in the HTML
source code below.

."Eg;\‘- = - a9 = Linked IM Bill Gates Scenario - Message (HTML) — = b4
al
J Message Add-Ins (L7 ]]
3 3 ;& x 23 Move to Folder = | S Block Sender EE ‘?r s 3a gﬁ,:
¢ ¢ _ f‘} Create Rule &2, safe Lists - == S ——
Reply Reply Forward Delete B Categorize Follow Mark as Find Send to
to All 2] Other Actions = Mot Junk - Up~ Unread - Cnelote
Respond Actions Junk E-mail = COptions = OneMote
From: I LinkedIM [support@inkedin. com] I +— Sent: Tue 10/13/2009 12:58 AR
To: demo2@phishingdemo. com Spggfed Email
Co
Subject: Linked IM Bill Gates Scenario
-
LinkedIn

Bill Gates has indicated you are a fellow group member of Microsoft Security:

I'd like to add you to my professional netweork on LinkedIn.

- B. Gates

Accept Miew invitation from Bill Gates . . . .
+~ Link to Phishing Site we control

DID Y OouU KNOW you can use your LinkedIn profile as your website?
Select a vanity URL and then promote this address on your business cards. email -

T Figurel : Scenario #1: Users asked to IdginkidIN

1 Figure? - Spoofed Email HTML Code
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